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1
Decision/action requested

SA3 is kindly asked to approve the proposed new key issue in the HONTRA study TR 33.741
2
References

 [1]
3GPP TS 33.501 v17.5.0: “Security architecture and procedures for 5G system”
3
Rationale
As described in TS 33.501 [1], the KAUSF is an intermediate key generated to derive all the NAS keys and AS keys, playing an important role in the 5G security. The KAUSF is established between the UE and HN resulting from the primary authentication procedure. After the successful completion of the primary authentication, the KAUSF may be securely stored in the AUSF based on the home operator's policy on using such key e.g. if the control plane solution for Steering of Roaming (SoR) or UE Parameter Update (UPU) procedures are supported by the HPLMN. 
If the SoR/UPU procedures are supported by the HPLMN, the KAUSF shall be used to protect the SoR/UPU messages. The AUSF shall calculate the SoR-MAC-IAUSF/UPU-MAC-IAUSF from the stored KAUSF, which allows the UE to verify that the received Steering of Roaming Information or UE parameters Update Data is not tampered with or removed by the VPLMN. Meanwhile, in the SoR/UPU procedures, the KAUSF is associated with the CounterSoR/CounterUPU. The CounterSoR/CounterUPU is maintained by the AUSF and UE for the lifetime of KAUSF and is incremented by the AUSF for every new computation of the SoR-MAC-IAUSF/UPU-MAC-IAUSF. If the CounterSoR/CounterUPU is about to wrap around, the AUSF shall suspend the SoR/UPU protection service until a new KAUSF is refreshed. 
However, in the current version of TS 33.501 [1], the HPLMN doesn't have a mechanism to trigger the primary authentication and refresh the long term key KAUSF. Even if the HPLMN has detected the unavailability of KAUSF, it needs to wait for the UE to initiate the primary authentication. 
On the UE side, the KAUSF is a long lived key with no expiration time. The UEs may be attached to 5GS multiple times for extended times without refreshing the KAUSF. Even though the stored KAUSF is already invalid on the network side, the UE may not timely trigger the primary authentication to refresh KAUSF. In the SoR/UPU services, this may result in a service interruption, i.e. the HPLMN cannot provide the preferred roamed-to-network list or the updated UE parameters to the UE.
The lack of HN-triggered primary authentication procedure could introduce additional security threats, e.g. the interruption of SoR/UPU service. If the HPLMN is able to initiate a new primary authentication procedure as soon as KAUSF becomes invalid, the above potential security threats can be addressed.
Therefore, a new key issue is proposed in this pCR to study this aspect with threat analysis and potential requirements.  

4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501: “Security architecture and procedures for 5G system”
*************** Start of the 2nd Change ****************

5
Key issues

5.X
Key Issue #X: Refresh of Long Lived Key KAUSF
5.X.1
Key issue details

As described in TS 33.501 [x], the KAUSF is an intermediate key generated to derive all the NAS keys and AS keys, playing an important role in the 5G security. The KAUSF is established between the UE and HN resulting from the primary authentication procedure. After the successful completion of the primary authentication, the KAUSF may be securely stored in the AUSF based on the home operator's policy on using such key e.g. if the control plane solution for Steering of Roaming (SoR) or UE Parameter Update (UPU) procedures are supported by the HPLMN. 
If the SoR/UPU procedures are supported by the HPLMN, the KAUSF shall be used to protect the SoR/UPU messages. The AUSF shall calculate the SoR-MAC-IAUSF/UPU-MAC-IAUSF from the stored KAUSF, which allows the UE to verify that the received Steering of Roaming Information or UE parameters Update Data is not tampered with or removed by the VPLMN. Meanwhile, in the SoR/UPU procedures, the KAUSF is associated with the CounterSoR/CounterUPU. The CounterSoR/CounterUPU is maintained by the AUSF and UE for the lifetime of KAUSF and is incremented by the AUSF for every new computation of the SoR-MAC-IAUSF/UPU-MAC-IAUSF. If the CounterSoR/CounterUPU is about to wrap around, the AUSF shall suspend the SoR/UPU protection service until a new KAUSF is refreshed. 

However, in the current version of TS 33.501 [x], the HPLMN doesn't have a mechanism to trigger the primary authentication and refresh the long term key KAUSF. Even if the HPLMN has detected the unavailability of KAUSF, it needs to wait for the UE to initiate the primary authentication. 

On UE side, the KAUSF is a long lived key with no expiration time. The UEs may be attached to 5GS multiple times for extended times without refreshing the KAUSF. Even though the stored KAUSF is already invalid on the network side, the UE may not timely trigger the primary authentication to refresh KAUSF. In the SoR/UPU services, this may result in a service interruption, i.e. the HPLMN cannot provide the preferred roamed-to-network list or the updated UE parameters to the UE.
5.X.2
Security threats

Due to the lack of HN-triggered primary authentication, the HPLMN cannot actively refresh the KAUSF if the KAUSF has become invalid based on the operator’s policy.

If the UE does not timely trigger the primary authentication to refresh the invalid KAUSF, the HPLMN cannot provide the SoR/UPU protection, which may cause the communication interruption.

5.X.3
Potential security requirements

The home network shall be able to trigger the 5G primary authentication to refresh the long lived key KAUSF. 

The 5G system shall ensure that the home network-triggered primary authentication procedure does not conflict with the UE-triggered primary authentication.
The messages in home network-triggered primary authentication shall be confidentiality protected, integrity protected and anti-replay protected.
*************** End of the Change ****************
